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Barracuda Email Gateway Defense

Learn how to review and manage quarantined incoming mail messages

Your Barracuda Email Gateway Defense Web Portal allows you to see the status of quarantined
incoming mail messages.

It is included as a part of our Barracuda email protection service, which monitors and filters all
incoming emails before they even reach your mailbox. Barracuda also scans for viruses, scores
each email to detect spam, and even protects you against malicious links.

The Barracuda email portal lets you...

- View quarantined messages sent to your mailbox, up to one month in age
- Allow quarantined messages to be delivered to your mailbox

- Block senders and domains from sending messages to your mailbox

- See if a message was blocked



How to...
Access the Barracuda Email portal

1. Open a web browser and go to https://ess.barracudanetworks.com
2. Inthe email address field, enter your @sussex.edu email address

t( Barracuda.
Sign in

Sign in to Email Gateway Defense 1o access your
messages and settings

Email address

Administrator sign in

a.
b. You will be brought to the Microsoft365 sign in screen. Enter your email
password and authenticate using Multi Factor Authentication if asked
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& jdoe@sussex.edu

Enter password

Password

Forgot my password




3. After logging in you will land on the Message Log dashboard
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i. If you have any quarantined or blocked emails you will be able to view
them here...

4. The status of each email can be determined by its color underneath the “Action” tab

a. Yellow indicates that the message was quarantined. You will have the option to
preview the message and deliver it to your mailbox if you determine it is
legitimate.

b. @ indicates that the message was blocked due to a high probability of the
message being spam. If you think a valid message was blocked, please reach out
to the IT department for assistance. You can contact IT by emailing
ITservice@sussex.edu or by calling (973) 300-2333. Sometimes, legitimate

messages can be blocked for several reasons, for example, if the sender location
originates outside of the United States or if the sender was marked as spam by
others.

c. Green indicates that the message was delivered to your mailbox. In some cases,
spam may be delivered to your mailbox, which depending on severity may
require additional action.

Allow a quarantined message to be delivered to your Outlook mailbox:

1.

Log into the Barracuda Portal

Select the quarantined message
Click to read the message and make sure it is legitimate. If you have any questions
please feel free to send the email to IT to verify validity at [Tservice@sussex.edu




4. Once you’ve verified validity, click the checkbox next to the yellow “Quarantined” badge
and click the paper airplane “Deliver” icon
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b. Click the blue “Deliver” button and wait for the message to appear in your

Outlook mailbox

Deliver Message X

This message will be delivered to the recipient. The sender or domain can be
added to your allow list to deliver future messages. Optionally, report the
email to help the Barracuda team better identify threats.

(®) Only deliver the message(s)

Deliver

- Reporting and blocking malicious/spam emails
o Insome cases, spam emails make it through the Barracuda filter and into your
mailbox. In this event, you have the ability to block senders on the user level. We
also have the ability to block senders on a global level for all users —if you find a
spam email that made it through the filter, please forward it to us at
ITservice@sussex.edu




o For example, suspicious emails include but aren’t necessarily limited to
=  Gift card or unusual favor requests
= Arequest to pay fake invoices
= Requests for password/account information — no one will ever ask you for
your password.
= Uninitiated password requests
= Links to click on to get more information

Block senders on a single user level

1. Loginto the Barracuda Portal

2. Click on the quarantined message
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i. Click on the vertical 3 dots and click on your desired option

1. “Download message” allows you to download the email file to
your local computer if desired (this is not recommended as email
files can contain viruses)

2. “Add Sender Email to Block List” allows you to block this specific
sender

3. “Add Sender Domain to Block List” allows you to block all
incoming mail coming from this domain (ex, blocking all emails
coming from someone with an @gmail.com address instead of a
single user from that domain)



